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Minutes of the Meeting of the
Personnel, Policy & Governance
Committee
This meeting was held in the Chambers at the Town Hall
at 10am on Wednesday 22nd June 2022
Motion moved without Notice
Resolved Cllr H Ellwood opened the meeting
To Elect a Chair for the ensuing year 2022/23
Resolved Cllr J Stewart would be the Chair for the ensuing year 2022/23.
Present:
Cllrs Helen Ellwood, - Deputy Mayor (HE), David Kent ( DK), Amanda Stott ( AS) ,
Angela Williams ( AW).
Resolved Cllr HE was nominated as Chair for this meeting in the absence of Cllr J
Stewart.
Declarations of Interest:
None were declared.
Members of the Public
None present.
Apologies
Cllr J Stewart due to work commitments and Cllr J Nicholas due to a Fire Service
meeting.
It was noted this was the first meeting of the Personnel, Policy, and Governance
Committee in the electoral year
PPG 01/22 To Approve the Terms of Reference for the Committee
RESOLVED the Terms of reference were agreed.
PPG 02/22 To Approve the draft minutes from 20th April 2022
It was noted these had been approved at Full Council on 3rd May 2022.
RESOLVED the minutes were approved as a true and accurate record.
PPG 03/22 Matters raised from the minutes
No matters raised
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PPG 04/22 To agree an amended staff contract as proposed by Work Nest.
The Committee debated the contract and the third option under point was agreed to
be most acceptable under 12.1. Cllr AS enquired about the covering letter to be
attached with the contract to the staff. The Clerk explained she had gained advice
from Work Nest and there was a letter available to utilise.
RESOLVED the recommended contract for the employees was accepted.
PPG 05/22 To agree the fee with NALC to commence the Local
Council Award Scheme
Cllr DK enquired about the process and the details of obtaining the
accreditation. The Clerk explained and that it needed two thirds of the
Council to be elected, Cllr AS clarified there were four members coopted
the remaining were elected. There was a fee to apply.
The Clerk explained that there may be a fee to update a few areas of the
website, but this would be within budget.
RESOLVED the Committee recommended the Town Council would apply
for the LCA.
PPG 06/22 To review the Corporate Plan as circulated.
This was debated at length and the process for reviewing the plan. It seems evident
that some of the Working Groups needed attention through the committees. Cllr AS
suggested that the Clerk put the plan in a table format to the Council can see where
it was achieved and where attention was needed by the committees.
RESOLVED the Clerk would formulise the plan in a table spreadsheet and ensure it
went to each relevant committee to review where they were, and this would then be
overseen by full Council.
The budget process was also debated to link to the Corporate Plan. The Clerk
suggested a process where the Cllrs presented a video link to put on FB and the
website and hold a morning meeting in the Civic Hall to invite the public to engage.
Cllr DK asked if this could also be done as a virtual meeting.
RESOLVED the Committee recommended to Full Council that the video was
completed to assist budget consultation to lead to three methods of feedback from
the residents of Bollington in person, virtual meeting and a survey.
It was noted that Cllr J Nicholas may be able to assist with the video.
PPG 07/22 To agree the Terms of Reference for Full Council.
The Town Manager had researched Terms of Reference for the Town Council which
was best practice but not essential.
RESOLVED the Committee recommended the Terms of Reference were adopted.
PPG 08/22 The agree Revised Policies which had been circulated to the
committee.
The content was discussed, and it was noted the Grievance and Disciplinary Policy
was the same as the Employee handbook.
RESOLVED The Complaints Policy was adopted.
RESOLVED The Training Policy was adopted
RESOLVED The Health & Safety Policy was adopted
RESOLVED The Disciplinary Policy was adopted
RESOLVED The Grievance Policy was adopted.

2
4

PPG 09/22 To agree all Councillors and the Clerk to be DBS checked.
Cllr DK asked if the basic check was sufficient and the enhanced was sufficient and
was there a possibility if the Town Hall team could carry out the check on Cllr advice.
The Clerk would investigate and report back.
RESOLVED the Committee agreed the Cllrs would be DBS checked if they were
agreeable.
PPG 10/22 To agree the renewal of the Ellis Whitham (Work Nest) contract
The contract had been taken out on 13th August 2022 and it was a
contract there is a clause that we can opt out of the contract on or before
the 13th July 2022. If the opt out clause is not exercised the agreement will
remain fixed term until 13th August 2024.
RESOLVED the committee recommended breaking out of the clause on
13th July 2022.
PART B
Under Standing Orders 3d - Exclusion of the Public.
Meetings shall be open to the public unless their presence is
prejudicial to the public interest by reason of the confidential natures
of the business to be transacted or for other special reasons.
The public’s exclusion from part or all a meeting shall be by a
resolution which shall give reasons for the public’s exclusion.
It was Resolved to move to Part B
The Town Wardens appraisals and pay review
Actions were resolved
The Town Clerks Job description change to incorporate the RFO position.
Actions were resolved.
Thirteen-week assessments were noted.
Appendix 1
PPG 11/22 To note the next date of the Personnel, Policy & Governance
Committee will be held on 27th September 2022 at 10am in the Town Hall at
10am

Meeting closed at 11.45 am
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CORPORATE PLAN FOR BOLLINGTON
2021 – 2026
MISSION STATEMENT –
“
THE TOWN COUNCIL WILL PROMOTE THE SOCIAL,
ENVIRONMENTAL & ECONOMIC HEALTH OF THE TOWN AND
CONTRIBUTE TO A SUSTAINABLE AND INCLUSIVE COMMUNITY”. In

an honest, open and responsive manner.

YOUR PLAN FOR YOUR TOWN BY YOUR COUNCIL

OUR VALUES
DEMOCRATIC
FINANCIALLY RESPONSIBLE
OPEN

1
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COLLABORATIVE
Our purpose is to serve our Town and be in tune
with the needs of our Community
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A GROWING TOWN
ENVIRONMENTAL HEALTH
• Tourism –
To form decisions based on the agreed Bollington Tourism and
Visitor Economic Plan 2021/30
C&E

No actions to date

• Clean & Tidy –
To Create a Town to be proud of
Planting to create Bollington in Bloom –
The role of our Town Wardens is to deliver effective and visible
differences to our Town, and we will continue to work with them to
achieve this aim.
To sponsor litter collections to be in alternating Wards – Central, East
and West.
Ward walks to be conducted and report to town staff e.g., blocked
gullies, weeds, dirty signs.
P&T
Bollington in Bloom is a
major project and needs consideration of cost but action sof
hanging baskets have been taken . Litter collections in progress.
Ward Walks started.

• Sustainable –
3
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NEIGHBOURHOOD Plan – revisit and review the Neighbourhood Plan
and update and modify policies where appropriate. To ensure that
the Neighbourhood Plan is present in the considerations of the
Planning and Development Committees decisions.
P&T

In progress with NPWG

EVC Projects – to respond to the public and deliver further charging
points across the town over a five-year period subject to the
availability of funding from external sources and a demonstrated
demand from the community.
C&E
left the Council.

No formal request and JW

To support the vision of Bollington 2030
“Bollington 2030 seeks to engage and work positively with the widest possible
cross sections of our community to provide an environmentally sustainable
town by 2030”
Targets for improvements.
i)
travel,
ii)
our homes,
iii) energy supplies,
iv) shopping habits,
v)
how we eat, shop, and recycle.
The Town Council will be a platform to inform and educate residents.
C&E
No action to date

ECONOMIC HEALTH
• Business – Create an Engagement Plan with the Businesses in
the Town. To encourage business to participate in, and contribute
to, community events.
C&E

No action to date
4
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• Range of Homes
To support the process of encouraging the new up and coming
generations to stay in the town by being able to purchase affordable
properties and work with our local MP to achieve this proposal.
(Cheshire East Council – to work closely with the unitary authority
and be more proactive in our approach).
P&T
for new development

Working with Peaks & Plains

• Town Hall In order to deliver our plan we need the appropriate
resources to deliver it
P&A
In progress THWG
• Assets
To effectively manage the assets under the control of the
Town Council.
Buildings now compliant
Allotments – Bollington Town Council has a statutory duty to
endeavor to supply allotments to meet demand. Given our
persistent waiting list we will do our best to increase supply by
exploring land transfers from Cheshire East and renting local
land if it becomes available. We will manage our allotments
effectively to ensure all plots are adequately maintained and
used. We will encourage cooperation amongst allotment
holders to provide support and to ensure communal allotment
facilities are well maintained and appreciated.
Heath Road
improved with evictions. New site being obtained from CE.
Sensory Garden in the Memorial Gardens. replanted delivered
5
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Town Hall – to assess the feasibility of improving the Town Hall
In progress THWG
Town Hall garage – ensure managed by Town Council.

Brookbank House renewed lease and improved relationship all requested
actions undertaken
Civic Hall – is compliant and delivering the best financial reward to
the Town Council. Increased prices and working with CHUG to
address problems
Library – To endeavor the facility remains open to the community
Land associated with the Town HallSports facilities at Bollington Cross. Bollington Town Council
worked hard during the recent past with Bollington Leisure Centre
and Bollington Junior Football Club to improve these facilities by
providing a Multi Use Games Area and three new well drained
fenced grass football pitches. During this period we will complete
the project and transfer the land and assets on a long lease to
Bollington Leisure Centre to ensure these assts are permanently
available to the people of Bollington and the local community.
In progress changing solicitors October 2022
P&A

Social
6
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• Feel Safe
PCSO – to continue our effective working relationship Good
Fire Service – to continue our effective working relationship. Good
Environment Agency and Cheshire East BC Bollington Town Council
has provided a Community Resilience Working Group and a
Community Reslience Plan to ensure we can have a rapid and robust
response to emergencies our residents might face, in particular due
to flooding and water pollution. We will build on these relationships
to ensure our response to need is as robust as possible.
C & E Awaiting a meeting with Cheshire East but in place and on
website
Transport – consideration of traffic management across the Town. To
promote alternative methods of transport and engage with relevant
users’ pedestrians, cyclists, horse riders to ensure PROW, bridleways
and cycle routes are maintained. We know vehicle movement and
parking is a continual challenge to our health and safety as our
population and businesses expand and our infrastrucure remains the
same. We will work with relevant authorities to ameliorate and
improve pedestrian safety wherever possible. In particular we will
endeavour to negotiate with Cheshire East Highways Authority to
provide further pedestrian controlled safe crossing points along the
B5090 as it passes through crucial points in our Town starting with
the road between the viaduct and the Coop
Footpath officers created
T & T WG – new team in place
7
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P&T
Local Services – Build a relationship with our head teachers in local
primary and secondary schools and local health services.
Youth Council – the Mayor and Clerk visited all primary schools
C&E

A CARING TOWN
Employer of Choice
• To value the staff through training, effective personnel
procedures, and encouraging development by following
adopted policies.
PPG

To achieve the Local Council Award – to show the Town Council
is with complaint with Local Government policies and
procedures.
Unable to progress due to non-elected members

Communication
WEBSITE
8
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NEWSLETTER
SOCIAL MEDIA
WARD COUNCIL SURGERIES

The Mayor
Recognition awards Completed awards in October due to
cancellation of Civic Sunday

Senior Citizens
To encourage the continuation of the recognition of the Senior Citizens in the
town including key birthday celebrations and wedding anniversaries.
To ensure there is a caring culture towards the senior citizens through the
regular luncheons and the responsibility of ensuring they are not isolated or
vulnerable
C&E
Delivered
•
Role of the Councillor
A Bollington Councillor is one of over 80,000 local councillors in
England.
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We are an integral part of the democratic framework of the country,
representing the interests of our community within the guidance of
national governance.
We are volunteers who work in partnership with local people,
community groups, volunteer organisations and neighbouring
councils for the benefit of Bollington.
We strive to be informed on diverse local views and requirements
and consultations are imperative to enable true representation.
We have communication and interpersonal skills to engage with
people, other Councillors, and groups, providing feedback and
answers (both positive and negative).
We are problem solvers
We are your representatives – ‘the voice’ of the community, we are
advocates and we fight on your behalf, we are your friend, and we
facilitate the best for Bollington
Everything we do is visible and accountable, as we are stringently
audited, you are all welcome to join and attend meetings to watch us
work for you and witness some of the constraints we must
overcome.

We give our time to represent you as a community, we respect your
right to question and query any actions we take. If you consider you
can make improvements on what we do – come and join us.
4 co-opted members this year
• Youth Engagement
Bollington Town Council will seek to broaden independent public
participation in council / community sub-committees and working
10
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groups. Specifically, the council will seek to preferentially draw
membership from younger individuals and groups which have not
previously been involved in council business to gain a fresher insight
into community thinking for the future of Bollington. Such
broadening may also stimulate younger members of the community
to come forward for election to the council.
The Council believes there is a role for a more general service to
appeal to and involve young people in general and will seek the
resources of leadership and premises to provide such a service
during the Plan Period.
In progress with the Mayor and Town Clerk
• Health & Wellbeing

To acknowledge and value the diversity of our residents’ needs and to work proactively to
raise awareness of the importance of mental and physical health and wellbeing across all
ages and abilities. To challenge the stigma still associated with seeking support. In mental
health, to promote acceptance of the message that we can enjoy better overall health and
wellbeing and that there are widespread opportunities to find support in our town. In
physical health, to recognise the importance of exercise, social interaction and peer
support across all ages and to facilitate greater access.

•

Partnership with EDI working group ( no longer in progress ) Debates on

social media and in local publications

•

Consultation with a range of services available in the town to hear from

them how we can achieve the above objectives; GP services, Bridgend Centre,
Bollington Dementia Action Alliance and the expanding number of centres which
offer a range of talking therapies and wellness support .NECCP relationship

need to improve with Middlewood Partnership
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To engage a partnership with the Friends of the Recreation Ground
and support the outside facilities the site provides.
The Recreation Ground is a jewel in the Crown for Bollington and
encourages visitors, helps health and mental wellbeing for many and
invaluable for tourism. It is also a facility for sports.
Friends of Bollington Rec Events for the Community
Bollington Recreation Ground has been awarded and continues to
hold Green Flag status. Under the Green Flag award Friends of
Bollington Rec should hold 2 community events a year. In 2021 we
intend to hold a community picnic and the Christmas Tree light
Switch on in late November. In subsequent years Friends of
Bollington Rec will seek to hold further community events.
Bollington Dementia Action Alliance
Bollington Dementia Action Alliance will continue to provide support
for carers in the community. They will specifically seek, with the
assistance of the Friends of Bollington Rec, to bring into use the
cricket pavilion as a meeting place for carers and their partners. In
addition, in partnership with the Bollington Tow Path Team they will
seek to offer opportunities for those living with dementia can join in
the restoration work. Cllr HE to progress

To have a working relationship with Bollington Leisure Centre
C&E
• Events in the Community
To deliver events each year for the Town they do with the festival.
To establish a partnership agreement with:
Love Bollington Markets
12
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Friends of Bollington Rec
Civic Parade
Kerridge Parade

C & E Done business as usual
Evaluation
The purpose of evaluation is to provide a risk-informed analysis of
performance against the priorities of the Community Plan. The
priorities are grouped under ‘A Growing Town’ and ‘A Caring
Council’, and the outcomes for ‘How We Will Deliver’ Trend (RAG)
colour scheme
A red-amber-green (RAG) trend rating is provided to give an
indication of whether performance is improving or declining based
on the two latest comparable periods for which information is
available.
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Information and
Data Protection
Policy

This policy was adopted by the Council at its meeting held on dd mm yyyy.
This version of the Information and Data Protection Policy supersedes any previous
versions.
1
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1. Introduction
In order to conduct its business, services and duties, Bollington Town Council
processes a wide range of data, relating to its own operations and some which it
handles on behalf of partners. In broad terms, this data can be classified as:
• Data shared in the public arena about the services it offers, its mode of operations
and other information it is required to make available to the public.
• Confidential information and data not yet in the public arena such as ideas or
policies that are being worked up.
• Confidential information about other organisations because of commercial
sensitivity.
• Personal data concerning its current, past and potential employees, Councillors,
and volunteers.
• Personal data concerning individuals who contact it for information, to access its
services or facilities or to make a complaint.
Bollington Town Council will adopt procedures and manage responsibly, all data
which it handles and will respect the confidentiality of both its own data and that
belonging to partner organisations it works with and members of the public. In some
cases, it will have contractual obligations towards confidential data, but in addition
will have specific legal responsibilities for personal and sensitive information under
data protection legislation.
This Policy is linked to our Information Security Policy, Communications (Internet,
email and Social Media) Policy and Data Retention Policy which will ensure
information considerations are central to the ethos of the organisation.
The Town Council will periodically review and revise this policy in the light of
experience, comments from data subjects and guidance from the Information
Commissioners Office.
The Council will be as transparent as possible about its operations and will work
closely with public, community and voluntary organisations. Therefore, in the case of
all information which is not personal or confidential, it will be prepared to make it
available to partners and members of the Town’s communities. Details of information
which is routinely available is contained in the Council’s Publication Scheme which is
based on the statutory model publication scheme for local councils.

2. Protecting Confidential or Sensitive Information
Bollington Town Council recognises it must at times, keep and process sensitive and
personal information about both employees and the public, it has therefore adopted
this policy not only to meet its legal obligations but to ensure high standards.
The DPA 2018 sets out the framework for data protection law in the UK. It
updates and replaces the Data Protection Act 1998, and came into effect on
25 May 2018. It was amended on 01 January 2021 by regulations under the
3
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European Union (Withdrawal) Act 2018, to reflect the UK’s status outside the
EU.

The General Data Protection Regulation (GDPR) which become law on 25th May
2018 and will like the the Data Protection Act 1998 before them, seek to strike a
balance between the rights of individuals and the sometimes, competing interests of
those such as the Town Council with legitimate reasons for using personal
information.
The policy is based on the premise that Personal Data must be:
• Processed fairly, lawfully and in a transparent manner in relation to the data
subject.
• Collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes.
• Adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed.
• Accurate and, where necessary, kept up to date.
• Kept in a form that permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed.
• Processed in a manner that ensures appropriate security of the personal data
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or
organisational measures.

3. Data Protection Terminology
Data subject - means the person whose personal data is being processed.
That may be an employee, prospective employee, associate or prospective
associate of BTC or someone transacting with it in some way, or an employee,
Member or volunteer with one of our clients, or persons transacting or contracting
with one of our clients when we process data for them.
Personal data - means any information relating to a natural person or data subject
that can be used directly or indirectly to identify the person.
It can be anything from a name, a photo, and an address, date of birth, an email
address, bank details, and posts on social networking sites or a computer IP
address.
Sensitive personal data - includes information about racial or ethnic origin, political
opinions, and religious or other beliefs, trade union membership, medical
information, sexual orientation, genetic and biometric data or information related to
offences or alleged offences where it is used to uniquely identify an individual.
Data controller - means a person who (either alone or jointly or in common with other
persons) (e.g. Town Council, employer, council) determines the purposes for which
and the manner in which any personal data is to be processed.

4

23

Data processor - in relation to personal data, means any person (other than an
employee of the data controller) who processes the data on behalf of the data
controller.
Processing information or data - means obtaining, recording or holding the
information or data or carrying out any operation or set of operations on the
information or data, including:
• organising, adapting or altering it
• retrieving, consulting or using the information or data
• disclosing the information or data by transmission, dissemination or otherwise
making it available
• aligning, combining, blocking, erasing or destroying the information or data.
regardless of the technology used.
Bollington Town Council processes personal data in order to:
• fulfil its duties as an employer by complying with the terms of contracts of
employment, safeguarding the employee and maintaining information required
by law.
• pursue the legitimate interests of its business and its duties as a public body,
by fulfilling contractual terms with other organisations, and maintaining
information required by law.
• monitor its activities including the equality and diversity of its activities
• fulfil its duties in operating the business premises including security
• assist regulatory and law enforcement agencies
• process information including the recording and updating details about its
Councillors, employees, partners and volunteers.
• process information including the recording and updating details about
individuals who contact it for information, or to access a service, or make a
complaint.
• undertake surveys, censuses and questionnaires to fulfil the objectives and
purposes of the Council.
• undertake research, audit and quality improvement work to fulfil its objects
and purposes.
• carry out Council administration.
Where appropriate and governed by necessary safeguards we will carry out the
above processing jointly with other appropriate bodies from time to time.
The Council will ensure that at least one of the following conditions is met for
personal information to be considered fairly processed:
• The individual has consented to the processing
• Processing is necessary for the performance of a contract or agreement
with the individual
• Processing is required under a legal obligation
• Processing is necessary to protect the vital interests of the individual
• Processing is necessary to carry out public functions
• Processing is necessary in order to pursue the legitimate interests of the
data controller or third parties.

5
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Particular attention is paid to the processing of any sensitive personal information
and the Town Council will ensure that at least one of the following conditions is met:
• Explicit consent of the individual
• Required by law to process the data for employment purposes
• A requirement in order to protect the vital interests of the individual or
another person

The Council will always give guidance on personnel data to employees, councillors,
partners and volunteers through a Privacy Notice and ensure that individuals on
whom personal information is kept are aware of their rights and have easy access to
that information on request.
Appropriate technical and organisational measures will be taken against
uUnauthorised or unlawful processing of personal data and against accidental loss
or destruction of, or damage to, personal data.
Personal data shall not be transferred to a country or territory outside the European
Economic Areas unless that country or territory ensures an adequate level of
protection for the rights and freedoms of data subjects in relation to the processing of
personal data.

4. Information provided to us
The information provided (personal information such as name, address, email
address, phone number) will be processed and stored so that it is possible for us to
contact, respond to or conduct the transaction requested by the individual. By
transacting with Bollington Town Council, individuals are deemed to be giving
consent for their personal data provided to be used and transferred in accordance
with this policy, however where ever possible specific written consent will be sought.
It is the responsibility of those individuals to ensure that the Town Council is able to
keep their personal data accurate and up-to-date. The personal information will be
not shared or provided to any other third party or be used for any purpose other than
that for which it was provided.

5. The Council’s Right to Process Information
General Data Protection Regulations (and Data Protection Act) Article 6 (1) (a) (b)
and (e)
Under DPA 2018, the Council has the right to process personal data if:
• the data subject has given consent to the processing
• processing is necessary for the performance of a contract to which the data
subject is party or in order to take steps at the request of the data subject prior
to entering into a contract,
• processing is necessary for compliance with a legal obligation to which the
controller is subject,
• processing is necessary in order to protect the vital interests of the data
subject or of another individual,

Formatted: Bulleted + Level: 1 + Aligned at: 0.63 cm +
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•

processing is necessary for the performance of a task carried out in the public
interest,
• processing is necessary for the purposes of the legitimate interests pursued
by the controller or by a third party, (except where such interests are
overridden by the interests or fundamental rights and freedoms of the data
subject which require protection of personal data, in particular where the data
subject is a child).
Processing is with consent of the data subject, or
Processing is necessary for compliance with a legal obligation.
Processing is necessary for the legitimate interests of the Council.

6. Information Security
The Town Council cares to ensure the security of personal data. We make sure that
your information is protected from unauthorised access, loss, manipulation,
falsification, destruction or unauthorised disclosure. This is done through appropriate
technical measures and appropriate policies.
We will only keep your data for the purpose it was collected for and only for as long
as is necessary, after which it will be deleted.

7. Children
We will not process any data relating to a child (under 13) without the express
parental/ guardian consent of the child concerned.

8. Rights of a Data Subject
Access to Information: an individual has the right to request access to the
information we have on them. They can do this by contacting our Town Clerk or Data
Protection Officer:
Information Correction: If they believe that the information we have about them is
incorrect, they may contact us so that we can update it and keep their data accurate.
Please contact: Town Clerk.
Information Deletion: If the individual wishes the Town Council to delete the
information about them, they can do so by contacting the Town Clerk.
Right to Object: If an individual believes their data is not being processed for the
purpose it has been collected for, they may object by contacting the Town Clerk or
Data Protection Officer.
The Town Council does not use automated decision making or profiling of individual
personal data.

7

26

Complaints: If an individual has a complaint regarding the way their personal data
has been processed, they may make a complaint to the Town Clerk, Data Protection
Officer or the Information Commissioners Office (ICO) via its website ico.org.uk
casework@ico.org.uk or phone numberTel: 0303 123 1113.

Field Code Changed

9. Making Information Available
The Publication Scheme is a means by which the Council can make a significant
amount of information available routinely, without waiting for someone to specifically
request it. The scheme is intended to encourage local people to take an interest in
the work of the Council and its role within the community.
In accordance with the provisions of the Freedom of Information Act 2000, this
Scheme specifies the classes of information which the Council publishes or intends
to publish. It is supplemented with an Information Guide which will give greater detail
of what the Council will make available and hopefully make it easier for people to
access it.
All formal meetings of Council and its committees are subject to statutory notice being
given on notice boards, the Website and sent to the local media. The Council publishes
an annual programme in May each year. All formal meetings are open to the public
and press and reports to those meetings and relevant background papers are
available for the public to see. The Council welcomes public participation and has a
public participation session on each Council and committee meeting. Details can be
seen in the Council’s Standing Orders, which are available on its Website or at its
Offices.
Occasionally, Council or committees may need to consider matters in private.
Examples of this are matters involving personal details of staff, or a particular member
of the public, or where details of commercial/contractual sensitivity are to be
discussed. This will only happen after a formal resolution has been passed to exclude
the press and public and reasons for the decision are stated. Minutes from all formal
meetings, including the confidential parts are public documents.
The Openness of Local Government Bodies Regulations 2014 requires written
records to be made of certain decisions taken by officers under delegated powers.
These are not routine operational and
administrative decisions such as giving instructions to the workforce or paying an
invoice approved by Council, but would include urgent action taken after consultation
with the Mayor/Chairman, such as responding to a planning application in advance
of Council. In other words, decisions which would have been made by Council or
committee had the delegation not been in place.
The 2014 Regulations also amend the Public Bodies (Admission to Meetings) Act
1960 to allow the public or press to film, photograph or make an audio recording of
council and committee meetings normally open to the public. The Council will where
possible facilitate such recording unless it is being disruptive. It will also take steps to
ensure that children, the vulnerable and members of the public who object to being
filmed are protected without undermining the broader purpose of the meeting.

8
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The Council will be pleased to make special arrangements on request for persons who
do not have English as their first language or those with hearing or sight difficulties.

10. Disclosure Information
The Council will as necessary undertake checks on both staff and Members with the
the Disclosure and Barring Service and will comply with their Code of Conduct
relating to the secure storage, handling, use, retention and disposal of Disclosures
and Disclosure Information. It will include an appropriate operating procedure in its
integrated quality management system.

11. Data Transparency
The Council has resolved to act in accordance with the Code of Recommended
Practice for Local Authorities on Data Transparency (September 2011). This sets out
the key principles for local authorities in creating greater transparency through the
publication of public data and is intended to help them meet obligations of the
legislative framework concerning information.
“Public data” means the objective, factual data on which policy decisions are based
and on which public services are assessed, or which is collected or generated in the
course of public service delivery.
The Code will therefore underpin the Council’s decisions on the release of public
data and ensure it is proactive in pursuing higher standards and responding to best
practice as it develops.
The principles of the Code are:
Demand led: new technologies and publication of data should support transparency
and accountability
Open: the provision of public data will be integral to the Council’s engagement with
residents so that it drives accountability to them.
Timely: data will be published as soon as possible following production.
Government has also issued a further Code of Recommended Practice on
Transparency, compliance of which is compulsory for parish councils with turnover
(gross income or gross expenditure) not exceeding £25,000 per annum. These
councils will be exempt from the requirement to have an external audit from April
2017. Bollington Town Council exceeds this turnover but will never the less ensure
the following information is published on its Website for ease of access:
•
•
•
•
•
•

All transactions above £100.
End of year accounts
Annual Governance Statements
Internal Audit Reports
List of Councillor or Member responsibilities
Details of public land and building assets
9
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•
•

Draft minutes of Council and committees within one monthtwo weeks
Agendas and associated papers no later than three clear days before the
meeting.

Who is responsible for protecting a person’s personal data?
The Town Council as a corporate body has ultimate responsibility for ensuring
compliance with the Data Protection legislation. The Council has delegated this
responsibility day to day to the Town Clerk.
• Email: clerk@bollington-tc.gov.uk
• Phone: 01625 572985
• Correspondence: The Town Clerk, Town Hall, Wellington Road, Bollington.
SK10 5JR
The Town Council has also appointed an external Data Protection Officer to ensure
compliance with Data Protection legislation who may be contacted at: JDH Business
Services Ltd enquiries@jdhbs.co.uk
Adopted by Council: Bollington Town Council 25th May 2018
Review Date: May 2021
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Memo re. photos of individuals:
Question Three in the Annual Governance Statement (from the AGAR annual return)
that the council signs and publishes annually requires the council to confirm (or not)
the following:
‘We took all reasonable steps to assure ourselves that there are no matters of actual
or potential non-compliance with laws, regulations and Proper Practices that could
have a significant financial effect on the ability of this authority to conduct its
business or manage its finances.’
Therefore, in order to confirm this the council needs to have complied with laws and
regulations relevant to the council business, and this includes the Data Protection
Act 2018 (DPA 2018).
One of the key principles of the DPA 2018 is a requirement for fair, lawful, and
transparent processing. Therefore, the council MUST have a lawful basis for
processing a data subject’s personal data. There are six lawful bases for processing
perosnal data, and these are 1.) a contract 2.) Compliance with a legal obligation 3.)
Vital interests 4.) public task 5.) Consent 6.) Legitimate interests.
If a council takes photographs of individuals these images constitute personal data
and the council is the data controller for these images. Therefore, which lawful basis
applies to ensure the council is complying with the DPA 2018?
Taking an image of an individual at an event is not part of any contract with the
individual, neither is it compliance with any legal obligation to process that data, nor
is it to protect their vital interests (ie to protect their life). For the council to use the
public task lawful basis it must be able to identify a legal power of a town/parish
council (eg in the LGA 1972 or other specific legislation) that specifically empowers a
council to take photographs of individuals – there is no such specific local council
power. The council has already completed a Legitimate Interests risk assessment
that shows clearly that the rights of an individual could potentially be harmed if
images of individuals were taken at an event and published with no consent.
Therefore the only lawful basis remaining is that of consent.
Therefore, the council is left with only one possible lawful basis for taking images of
individuals which is consent. and they have to be able to evidence that this consent
is by a statement or by a clear affirmative action, that consent was freely given,
specific, informed and unambiguous. Therefore, there would need to be retained
evidence of a formal valid opt-in consent. In the case of children the consent
can be provided by a parent or guardian. This is why schools have to secure
written consent from parents/guardians before images can be taken of their
children.
Recent Example – a town council took images of children, with no consent, to
evidence a community litter pick event and these images were then published on the
council media sites/website. Shortly afterwards complaints were received from a
number of sources, including the school the children attended. As the images had
been published the matter had to be reported to the ICO and a full data breach
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report had to be filed with the ICO with a list of urgent actions required of the council
to help mitigate the issues. This council had not complied with the DPA 2018 as it
had no lawful basis for taking the images of the children, and then to compound the
problem, had breached their personal data rights by publishing the photos on public
media.
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Information
Security
Policy

This policy was adopted by the Council at its meeting held on dd mm yyyy.
This version of the Information Security Policy supersedes any previous versions.
1
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1. Principles & Purpose
This Policy sets out the Council’s commitment to information security within the
Council and provides clear direction on responsibilities and procedures. This policy
should be implemented in conjunction with the Council’s Information and Data
Protection, Communications and Data Retention Policies.
Bollington Town Council is a Data Controller, as defined under the Data Protection
Act 2018 General Data Protection Regulations 2018, and has registered as such
with the Information Commissioner’s Office.

2. Protocols
1.1.

System Security Processes and Procedures

The Council will provide and maintain security processes and procedures for all key
information systems. The procedures will uphold the principles of confidentiality,
integrity, availability and suitability and be assessed for their impact upon other
systems and services.
The security procedures will provide preventative measures to reduce the risks to the
system, the information held within the system and the service it supports.
A Continuity plan will be developed and maintained for each system to ensure the
principles are sustained and enable the continuation of services following failure or
damage to systems or facilities.
The Clerk will be responsible for the implementation and promotion of the
procedures.

1.2.

Physical Security

Adequate and practical access controls will be provided in all areas in which
personal and business data is stored or used. Unattended rooms should be secured
at all times with locked doors as a minimum security requirement.
All documents disclosing identifiable information will be transported in sealed
containers e.g. envelopes. Staff and Members should ensure that any such printed
material produced or taken off the Council premises should be kept to a minimum,
stored securely and returned for disposal within an acceptable timescale according
to the Data Retention Policy.
Within their level of authority, staff will be responsible for minimising the risk of theft
or vandalism of the data and equipment through common-sense precautions. In
particular high value equipment such as, laptop computers, should not be left
unattended or unsecured and paper records should not be left in public view.
The physical environment in which data and equipment is stored will be suitable and
fit for purpose to ensure the safety of the data and equipment.
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1.3.

Digital Security

Bollington Town Council uses encrypted Microsoft 365 technology to process and
store data. This provides a high level of security when used in compliance with the
key points below.
•

The SharePoint and data storage administration and permission levels
must be appropriately managed to protect against unauthorised access to
documents.
Staff and Councillors must use the Bollington-tc.gov.uk 365 account
assigned to them for all Council business and communications.
Staff and Councillors must not disclose their password to anyone else, or
use another person’s log in into the system.
Passwords will be changed every 3 months 90 days and set according to
strictly controlled criteria (at least 8 Chars in length and have 3 of the 4 character
types (Uppercase, Lowercase, Numerical & Special Characters))..
Computers within the office environment must be password protected and
screen locked when unattended.
Council owned hardware will be protected by suitable anti-virus software
and will be kept updated with all the latest security downloads.
Computer users have responsibility for the security of the equipment in
their care and shall not commit an act to compromise the data or
Information Security Policy.
Where staff use syncing technology in OneDrive special consideration will
be given to the types of data sync’d locally, and whether extra security
such as file password protection will be required.
Councillors and staff need to be aware of any personal data they keep
within their own BTC OneDrive accounts and be mindful that they need to
have a legal basis to retain that data. If unsure then they must take advice
from the Clerk or the DPO.
It is good practise to send documents as links within the 365 system rather
than as email attachments. This way, if required, access can be denied to
the data at source, or the data destroyed with the confidence that there are
not multiple copies to account for.

•
•
•

•
•
•

•

•

•

1.4.

Offsite Hardware Data Security
•

•
•
•

Where staff or Councillors wish to use their own PCs or laptops off-site
these machines must be protected with suitable up to date virus software
and password protected.
A screen lock must be activated when the machine is unattended.
Office 365 accounts must never be left logged in where a machine is
shared with or could be accessed by anyone else.
Council Information must not be downloaded onto the hard drive of any
personal device – instead Councillors and staff are provided with 1Tb
online storage in the form of OneDrive.
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1.5.

BOYD* BYOD security

Bollington Town Council will provide a portable tablet device to Councillors on
request. These devices are specifically for Council Business and not to be used for
any other purpose. No software is to be downloaded by the user without the
permission of the clerk.
A Bring Your Own Device (BYOD) is the use of a personal device (such as
smartphone or laptop) for council business.
In order to prevent unauthorized access, devices must be password protected using
the features of the device.
Passwords must be kept confidential and must not be shared with family members or
third parties.
Passwords must be changed if they are disclosed to another person or discovered.
Devices must have anti-virus software installed and kept up to date.
Devices must be kept up-to-date with software patches.
The device must lock itself with a password or PIN if it’s idle for five minutes.
Home Wi-Fi networks must be encrypted. Caution must be exercised when using
public Wi-Fi networks as public Wi-Fi networks may not be secure.
Public data backup and transfer services (Dropbox, Google Drive, must not be used
Data must only be stored on internal memory, never on a removable memory card
Rooted (Android) or jailbroken (iOS) devices are strictly forbidden from accessing the
network.
All data relating to Bollington Town Council will be erased at the end of a Councillor’s
term or in the case of a member of staff at the end of his or her employment.
The Town Clerk should be informed immediately if the device has been if there has
been a personal data breach so the correct form of action can be taken.
The Town Clerk should be informed immediately if the device has been targeted by a
virus or threat to the security of the data so the correct form of action can be taken
Care must be taken to avoid using approved devices in a manner which could pose
a risk to confidentiality, whether by clicking on links in suspicious emails, accessing
potentially harmful websites, using potentially harmful application software, using WiFi facilities in public places (e.g. coffee shops or airports), or otherwise.
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However, some Councillors and staff will find that the use of “BOYDs” is more
satisfactory and the following key points must be followed in addition to the general
points outlined previously.
*What is a BOYD?
1.
Consumer electronic devices such as smart phones and tablet computers
have seen a huge rise in popularity, available features and capability. This might
mean that individuals’ own devices are used to access council information.
This trend is commonly known as ‘bring your own device’ or BYOD.

2.

3.
Permitting a range of devices to process personal data held by an
organisation gives rise to a number of questions a data controller must answer in
order to continue to comply with its data protection obligations. It is important to
remember that the data controller must remain in control of the personal data for
which he is responsible, regardless of the ownership of the device used to carry out
the processing.
•
•
•
•

Staff and Councillors using tablets and smartphones must ensure that the
device is kept secure with an up to date virus checker where appropriate.
Portable devices must be password/pin/face recognition protected and must
be set to return to the lock screen within a short period of inactivity.
365 accounts must never be left logged in on devices which can be accessed
by a third party.
Be aware of network security when using portable devices and avoid using
open networks to access 365.

1.6.1.5.

Copyright and licences

The Clerk is responsible for ensuring all computer software packages and nonelectronic media for use within an information environment are used in accordance
with the terms and conditions of use as set out in the licence agreement.

1.7.1.6.

Disposal and movement of equipment and media

Any media or IT equipment disposed of by the Council will not contain any data or
codes that could allow an individual to be identified from it. The disposal of
equipment will be made under a controlled and documented environment satisfying
the requirements of the General Data Protection Regulations 2018Data Protection
Act 2018. The disposal of media such as disks and memory sticks must ensure that
data cannot be recovered. Disposal of such media through the "everyday" waste
collection is not permitted. The Council will implement processes to ensure
appropriate disposal of such media.
An inventory of all Council computer equipment will be maintained. Details of any
equipment or media disposed of or relocated (other than portable equipment) must
be recorded.

1.8.1.7.

Removable Storage Media

Councillors and staff need to be aware of the risks of transporting documents on
removable media such as portable hard drive and USB flash drives.
6
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•
•

Downloading of Council documents from within the secure 365 system to a
removable media device is prohibited
The use of 3rd party removable devices to transfer information to Council
Computers is prohibited. NB For 3rd party printing purposes there is a USB
port on the photocopier.

1.9.1.8.

Staff and Councillors’ Responsibilities

The Council will make every reasonable effort to ensure that staff and councillors are
aware of their responsibilities for the security of information. However, each
councillor or member of staff is responsible for ensuring that Security this Policy is
adhered to and report any breaches of security.

1.10.1.9.

Incident Reporting

Any incidents affecting security must be reported to the Clerk as quickly as possible.
Any Staff Member or Councillor who suffers the loss or theft of a portable device
used for Council business must if possible change their 365 password as soon as
the loss is noticed and inform the Clerk immediately.
Any Staff Member or Councillor who considers it possible that any device which has
been used for Council business may have been compromised by a virus, hackers or
any other means must if possible change their 365 password as soon as the loss is
noticed and inform the Clerk immediately.
The Clerk will if necessary contact the IT service provider and take appropriate
advice from the DPO on any further steps required.
Adopted:
8th May 2018
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Data Protection
Impact Assessment
Policy

This policy was adopted by the Council at its meeting held on dd mm yyyy.
This version of the DPIA Policy supersedes any previous versions.
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1. Introduction
A Data Protection Impact Assessment (DPIA) is a process which helps an
organisation to identify and reduce the data protection risks of a project and is a key
part of accountability obligations under data protection legislation.
An effective DPIA allows the Council to identify and fix problems at an early project
stage, reducing the associated costs and damage to reputation which might
otherwise occur.
The ICO states that conducting a DPIA is a legal requirement for any type of
processing, including certain specified types of processing that are likely to result in
a high risk to the rights and freedoms of individuals.
Failure to carry out a DPIA when required may leave the Council open to
enforcement action and substantial financial penalties.
Completing a DPIA will increases the awareness of privacy and data protection
issues within the Council. It also ensures that all relevant staff involved in designing
projects think about privacy at the early stages and adopt a ‘data protection by
design’ approach.

2. When to carry out a DPIA
Article 35(1) says that you must carry out a DPIA where a type of processing is likely
to result in a high risk to the rights and freedoms of individuals:
A DPIA should be completed before a project is undertaken or when planning
changes to an existing system.
Examples of where a PIA would be appropriate:
•
•
•
•
•
•
•
•
•

When the Council is reviewing whether to undertake a new service or project
that will result in personal data being collected.
A new IT system for storing and accessing personal data.
A data sharing initiative where two or more organisations seek to pool or link
sets of personal data.
A proposal to identify people in a particular group or demographic and initiate
a course of action.
Using existing data for a new and unexpected or more intrusive purpose.
A new database which consolidates information held by separate parts of an
organisation.
Legislation, policy or strategies which will impact on privacy through the
collection or use of information, or through surveillance or other monitoring.
The collection of new data on an existing system.
Where processing is likely to result in a high risk to the rights and freedoms of
individuals.
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Guidance on what could constitute high risk and large scale is available on the ICO
website https://ico.org.uk/for-organisations/guide-to-the-general-data-protectionregulation-gdpr/data-protection-impact-assessments-dpias/what-is-a-dpia/

3. Types of processing automatically requiring a DPIA
There are three types of processing which always require a DPIA:
•

Systematic and extensive profiling with significant effects:
“(a) any systematic and extensive evaluation of personal aspects relating to
natural persons which is based on automated processing, including profiling,
and on which decisions are based that produce legal effects concerning the
natural person or similarly significantly affect the natural person.”

•

Large scale use of sensitive data:
“(b) processing on a large scale of special categories of data referred to in
Article 9(1), or of personal data relating to criminal convictions and offences
referred to in Article 10.”

•

Public monitoring:
“(c) a systematic monitoring of a publicly accessible area on a large scale.”

4. Assessing risk
A DPIA must consider “risks to the rights and freedoms of natural persons”. This
includes risks to privacy and data protection rights, but also effects on other
fundamental rights and interests:
“The risk to the rights and freedoms of natural persons, of varying likelihood and
severity, may result from data processing which could lead to physical, material or
non-material damage, in particular: where the processing may give rise to
discrimination, identity theft or fraud, financial loss, damage to the reputation, loss of
confidentiality of personal data protected by professional secrecy, unauthorised
reversal of pseudonymisation, or any other significant economic or social
disadvantage; where data subjects might be deprived of their rights and freedoms or
prevented from exercising control over their personal data…”
A DPIA must assess the level of risk, and in particular whether it is ‘high risk’. The
UK Data Protection legislation is clear that assessing the level of risk involves
looking at both the likelihood and the severity of the potential harm.

5. Template DPIA form
This form is based on the ICO template.
Name of controller
Project
4
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Step 1 Identify the need for a DPIA
Explain broadly what project aims to achieve and what type of processing it
involves. You may find it helpful to refer or link to other documents, such as a
project proposal. Summarise why you identified the need for a DPIA.

Step 2 Describe the processing
Describe the nature of the processing: how will you collect, use, store and delete
data? What is the source of the data? Will you be sharing data with anyone? You
might find it useful to refer to a flow diagram or other way of describing data flows.
What types of processing identified as likely high risk are involved?

Describe the scope of the processing: what is the nature of the data, and does it
include special category or criminal offence data? How much data will you be
collecting and using? How often? How long will you keep it? How many individuals
are affected? What geographical area does it cover?

Describe the context of the processing: what is the nature of your relationship with
the individuals? How much control will they have? Would they expect you to use
their data in this way? Do they include children or other vulnerable groups? Are
there prior concerns over this type of processing or security flaws? Is it novel in
any way? What is the current state of technology in this area? Are there any
current issues of public concern that you should factor in? Are you signed up to
any approved code of conduct or certification scheme (once any have been
approved)

Describe the purposes of the processing: what do you want to achieve? What is
the intended effect on individuals? What are the benefits of the processing – for
you, and more broadly?
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Step 3 Consultation process
Consider how to consult with relevant stakeholders: describe when and how you
will seek individuals’ views – or justify why it’s not appropriate to do so. Who else
do you need to involve within your organisation? Do you need to ask your
processors to assist? Do you plan to consult information security experts, or any
other experts?

Step 4 Assess necessity and proportionality
Describe compliance and proportionality measures, in particular: what is your
lawful basis for processing? Does the processing actually achieve your purpose?
Is there another way to achieve the same outcome? How will you prevent function
creep? How will you ensure data quality and data minimisation? What information
will you give individuals? How will you help to support their rights? What measures
do you take to ensure processors comply? How do you safeguard any
international transfers?

Step 5 Identify and assess risk
Describe source of risk and
nature of potential impact on
individuals. Include associated
compliance and corporate risks
as necessary.

Likelihood of
harm

Severity of harm Overall risk

Remote,
possible or
probable

Minimal,
significant or
severe

Low,
medium or
high

Step 6 Identify measures to reduce risk
Risk

Options to
reduce or
eliminate
risk

Effect on risk

Residual
risk

Measure
approved

Eliminated
reduced
accepted

Low
medium
high

Yes/no
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Step 7 Sign off and record outcomes
The DPO should advise on compliance, step 6 measures and whether processing
can proceed and review ongoing compliance with DPIA.
The risks and actions are to be reported to the next available Full Council for
consideration and approval before the project/new service is implemented.

Summary of DPO advice:

Comments:

DPO advice accepted or overruled by:

Item
Measures approved by

Name and date

Residual risks approved
by:

Notes
Integrate actions back
into project plan, with date
and responsibility for
completion
If accepting any residual
high risk, consult the ICO
before going ahead

This DPIA will kept under review by:
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Legitimate interests test for photographs of
Civic/Community Events organised by Bollington Town
Council
What is the ‘legitimate interests’ basis?
Article 6(1)(f) gives you a lawful basis for processing where:
“processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party except where such interests are overridden by the
interests or fundamental rights and freedoms of the data subject which require
protection of personal data, in particular where the data subject is a child.”

First, identify the legitimate interest(s). Consider:
•

Why do you want to process the data – what are you trying to achieve?
To publicise events as organised by the Council for the benefit of the community.
Public money is used to finance council activities.
Images from the event are a record of the event taking place and can be used,
for example, in social media updates, newsletters and/or other publications to
showcase Bollington as a community-based town.

•

Who benefits from the processing? In what way?
Images are a record of the event for:
•
•
•

•

Bollington Town Council
The Community
Contributors to the event

Are there any wider public benefits to the processing?
Awareness to the public of the events organised by the Council to commemorate
special occasions (such as Remembrance Sunday) or a civic event (such as
Civic Sunday).

•

How important are those benefits?
LGA 1972 S144 and S145 gives powers to a local authorities to encourage
visitors and provide entertainment.
LGA 1972 s144 – Power to encourage visitors and provide conference and other
facilities.
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(1) A local authority may (either alone or jointly with any other person or body)—
(a) encourage persons, by advertisement or otherwise, to visit their area for
recreation, for health purposes, or to hold conferences, trade fairs and exhibitions
in their area;

LGA 1972 s145 - Provision of entertainments.
(1) A local authority may do, or arrange for the doing of, or contribute towards the
expenses of the doing of, anything (whether inside or outside their area)
necessary or expedient for any of the following purposes, that is to say—
(a)the provision of an entertainment of any nature or of facilities for dancing.

Post event publicity, including photos of crowd images, indicate the success of an
event in terms of attendance. Public money is used to fund council events so it is
important to be able to demonstrate to the local community that the event was
well attended.
This is also good evidence for the continuance of an event that appeals to local
residents and those visiting the area.
•

What would the impact be if you couldn’t go ahead?
Limited record of the event which would dilute public perception of the events that
the council organises for the benefit of the community.
Photographic record of attendance is legacy of the event and a guide for
popularity of event for purposes of future planning

•

Would your use of the data be unethical or unlawful in any way?
No – crowd photos only (written/verbal consent would be sought for individual or
small group photos that clearly identify people).
Signs will be displayed around the location of the event that images will be taken
by the council and how to contact the council to opt out.

Second, apply the necessity test. Consider:
•

Does this processing actually help to further that interest?
Crowd shots at an event depict the extent of public attendance. This provides
useful feedback to the council, which uses public money to fund events, in terms
of how successful the event was.

47

•

Is it a reasonable way to go about it?
Yes – individuals can request we stop processing their data in this way. Signs will
be on display advising that photos will be taken and how to contact the council if
an individual wishes not to have the image shared.

•

Is there another less intrusive way to achieve the same result?
No. Consent would be intrusive as needs to be revisited on each and every
occasion.

Third, do a balancing test:
Consider the impact of your processing and whether this overrides the interest you
have identified:
•

What is the nature of your relationship with the individual?
Individuals may attend events because they have been specifically invited e.g. in
the case of Civic Sunday, civic dignitaries, local organisations, school heads etc
are invited.
Community events such as the Christmas Switch On are open to all to attend at
any point during the event.

•

Is any of the data particularly sensitive or private?
No – crowd photos in the public realm
Posed photos of identifiable individuals or small groups will only be processed if
consent is granted.
Crowd photos will be checked for identifiable images of individuals and either
discarded or cropped/blurred before being resaved and shared.
Photos taken by a third party as tasked by the Council will have a Data
Processing Agreement in place. The photographer will be tasked with taking
crowd shots unless the council has consent from individuals for ‘posed’ photos.

•

Would people expect you to use their data in this way?
Yes – the council has a website and social media presence. It is usual for
councils to promote events in the lead up to the date and following the event to
share its success and attendance such as in its quarterly newsletter

•

Are you happy to explain it to them?
Yes

•

Are some people likely to object or find it intrusive?
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Assumed unlikely as crowd photos capturing the occasion and not close up shots
of individuals unless consent granted
Parents may object to children being photographed so photos of children should
be avoided, particularly young children.
If anyone does object, the photograph will not be taken or will be deleted.
If an objection is received following a photograph being published on the council’s
social media or website, it will be removed.
•

What is the possible impact on the individual?
Loss of privacy but the events are in the public realm with public attendance and
signs regarding photos will be on display
Annoyance from the individual. Care will be taken not to share images where
individuals are identifiable or of young children. If anyone objects, the photograph
will not be taken or will be deleted. If an objection is received following a
photograph being published on the council’s social media or website, it will be
removed.

•

How big an impact might it have on them?
Could be considered an invasion of privacy and an individual may object while
the photo is being taken or following its publication. An objection could be
influenced by something in an individual’s life that the council would not have any
knowledge of.
Objections will be taken seriously and acted upon by not taking a photo if
requested, deleting a photo if requested or removing a photo from the council’s
social media or website.

•

Are you processing children’s data?
Potentially as a crowd shot but would not share photos in the public realm of
identifiable children without consent
Images that include children will either be cropped to exclude those individuals or
faces/identifiers blurred or the photo deleted and not shared.
Are any of the individuals vulnerable in any other way?
Potentially but would not share photos in the public realm of known vulnerable
individuals without consent
Crowd shots will only be shared if identifiers are removed which will protect
vulnerable people

•

Can you adopt any safeguards to minimise the impact?
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Signs on display on how to contact council
Opt in consent for photos of individuals or small groups or children
Ensure crowd shots released don’t identity individuals
Third party photographers tasked by the Council to be advised not to take photos
of identifiable individuals unless consent has been obtained
Third party photographers tasked by the Council to have signed Data Processing
Agreement
All images to be checked by council staff for identifiers before sharing/releasing
particularly where children are included
Objections to processing to be taken seriously and acted upon by not taking a
photo if requested, deleting a photo if requested or removing a photo from the
council’s social media or website.
Images to be stored on secure sharepoint with no access to those outside the
organisation.
Zooming in on a photo will reveal if an image of an individual can identify them
and if this should be the case it will not be shared publicly or the image will be
edited by cropping the photo to exclude them or obfuscated.
•

Can you offer an opt-out?
Signs on display on how to contact council
Photos of individuals or small groups or children will require opt in consent.
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This policy was adopted by the Council at its meeting held on dd mm yyyy.
This version of the Communications and Community Engagement Policy supersedes
any previous versions.
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Introduction
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This policy sets out how the council will manage its communications (including use
of social media), consultations and community engagement.
It This policy covers communications undertaken by staff and members of the Council
and sets out the restrictive use of the Town Council’s electronic equipment, namely,
computers and telephones.
The Town Council reserves the right to monitor telephone, email and internet usage in
accordance with the law, in particular the latest Data Protection Act and the Human
Rights Act.
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Communication
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One of the responsibilities of a transparent council is to communicate with the local
community and this can be accomplished using the following methods:
• A regular newsletter delivered to all households, available at the Town Hall and other
community buildings.
• Articles in other local publications such as Bollington Live!
• Interviews with the local radio station – Canalside Radio
• The council’s website
• Social media – through the council’s Facebook account
• Leaflets, letters or banners, as appropriate
• Posters in council noticeboards
• Accessible Town Hall open weekdays 9.30am – 12.30pm
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The council will also communicate with other organisations whose activities have an impact on
the town and its people such as, Cheshire East Council, the police, local schools, other
neighbouring town and parish councils and community groups.
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Including:
Telephone, Internet, Email, and Social Media Policy
This policy covers communications undertaken by staff and members of the Council
and sets out the restrictive use of the Town Council’s electronic equipment, namely,
computers and telephones.
The Town Council reserves the right to monitor telephone, email and internet usage in
accordance with the law, in particular the latest Data Protection Act and the Human
Rights Act.

Telephone etiquette
All employees must follow the procedure outlined below when using the Council’s
telephone:
• Answer all calls by stating the name of the Town Council
• Be polite at all times
3
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•
•
•
•

Do not be rude or abrupt to callers
Do not use offensive language
Do not swear
Check the telephone frequently for messages from callers and respond in a
timely manner

Employees may make and receive personal calls as long as they are brief and
infrequent. This applies to calls on the Council’s land line or employees’ personal
mobile phones.

Council Social Media
The Council uses social media as a form of communication. Social media posts
will be non-political, non-controversial and used to provide information about
the Council as well as events, activities and information of relevance to
residents of Bollington.
The Clerk will approve social media posts.
It may not always be possible for the Council to respond to comments or queries
on social media. To ensure a response, residents should contact the staff using
the methods shown on the website’s “Contact Us” page.
Detail on personal use of social media for staff and Councillors can be found in the
Annexes.
Posts will comply with the Data Protection Act 2018.

Mayor’s Social Media
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The Town Mayor’s Facebook page is used to engage with the community on
events and activities the Mayor attends or supports. The Mayor may choose to
post his/her own updates but all posts will be non-political and noncontroversial.
Posts will comply with the Data Protection Act 2018.
Formatted: Body Text

Use of Email
The council provides all staff and members with an e-mail account as a vital tool to
fulfil the council’s objectives and to enable them to communicate effectively with other
personnel, both within the council and externally. All employees and members must
follow the procedure outlined below when sending and receiving emails on behalf of
the Town Council:
•
•
•
•
•

All emails relating to Council Business must be sent using the Council email
account provided and by the authorised user of that account.
Council email accounts are not to be used for personal email communications
Only agreed email signatures may be used
Be aware that agreements made by email may have the same status as letters
or formal contracts. Seek Council guidance before making any agreement by
email.
All messages must use appropriate business language
4
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•
•

•

•
•
•
•

A waiver clause will be included at the end of each email message
No message should be sent, either internally or externally, which contains
illegal, offensive, obscene, racist or abusive material (for example, pornography)
or libellous, defamatory or discriminatory material, or material which may bring
the Council into disrepute. You are responsible for emails you send. Emails
could be used as evidence in a tribunal or other court proceedings.
Email messages cannot be guaranteed to be private and secure: do not send
confidential, sensitive or personal data via email unless approved by Council.
Remember that any message you send could potentially be forwarded to others
by the recipient.
Only attachments from a trusted source may be downloaded
Do not send external emails to multiple recipients without using the Blind
Carbon Copy function
Where a mailing is received by multiple recipients question whether a ‘reply to
all’ is appropriate
Ensure when forwarding messages that there is nothing in the entire email
chain that should not be passed on to a third party, or that would breach any of
the previous rules

If you are aware of any abuses of this policy they should be reported to the Clerk. If
you are uncertain about any aspects of this policy and how it applies to you, please
discuss with the Clerk.

Use of the Internet
Where Staff Members and Councillors are provided with computer hardware and
portable devices by the Council the use of these devices is strictly limited to Council
Business.
Sites should not be accessed if they are likely to contain illegal or offensive material,
for example, pornography, or material that may be considered obscene or abusive.
Downloading of video, music files, games, software files and other computer programs
- for non-work related purposes - is strictly prohibited. These types of files consume
large quantities of storage space on the system (and can slow it down considerably)
and may violate copyright laws.
Councillors and Staff must abide by the rules put into place under the Council’s
Information Security Policy both in the use of Council devices and when using their
own devices for Council Business.
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Consultations
Consultation with the community is often needed when the council requires the opinions of
the community on a project or idea, it may involve the whole community or a specific group
and may take the form of but shouldn’t be limited to:
•
•
•

Questionnaires or surveys (online and/or postal)
Letters or leaflets, e-mails or social media
Public meetings
5
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•
•

Workshops or focus groups
Exhibitions or stalls at events

The council will publicise consultations as widely as possible, using the communication
methods listed and will include a clear deadline for any community participation and for the
publication of results. The council may also support other local organisations with their
consultations.
Formatted: Font: 16 pt

Statements to the Media
Press releases promoting council activity will be issued under the direction of the
Town Clerk. Press releases will focus on the work of the Council or the work of
the Mayor but will not promote individual Councillors.
All requests for statements received by staff shall be referred to the Clerk.
Councillors may make statements to the media on issues in the community but
must ensure they communicate the capacity in which they comment e.g.
individually, on behalf of a group, as Chair of a committee etc.
Councillors issuing a press release must make it clear that is not issued on behalf
of the Council unless agreement has been sought by the Clerk. Councillors
should send a copy of their press release to the Clerk for information.
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Community Engagement
Not everyone wants to be involved but it is important that the council provides as many
opportunities as possible for the public to access information and services as well as discuss
their ideas and concerns. Bollington Town Council will:
•

Continue to promote the Annual Town Assembly and produce an Annual Report
provide updates to the community, answer questions and encourage feedback.
• Organise public meetings, as appropriate, to provide information and receive feedback
on any issues.
• Maintain and publicise an accessible Town Hall for the public to engage with staff and
Councillors in person, via e-mail, telephone or online forms via the website.
• Continue to allocate time at council, committee and working group meetings for
members of the public to speak.
• Appoint Councillors to community organisation committees when requested.
• Continue to arrange visits to local primary schools by Councillors to talk to pupils about
the work of the council and to answer questions.
• Promote the role of Mayor’s Youth Consort which is open to young people from the
town, aged 13 – 18 years and is a means of engaging with young people and
encouraging an interest in civic life.
• Support Councillor surgeries to allow those who may feel unable to speak at a
council or public meeting the opportunity to have their say.
• Support regular Ward Walks which give residents the opportunity to see their
Councillors in a less formal setting and in their street and may encourage them to
reach out.
• Support community events. Events attract many people including those who would not
normally attend council events. They promote a sense of community spirit and
identity which may in turn encourage engagement with the council.
6
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Annex 1 Using Social Media Sites - Employees
1. Policy statement
1.1. This section of the policy is intended to help employees make appropriate
decisions about the use of social media such as social networking websites, forums,
message boards, blogs or comments on web-articles, such as Twitter, Facebook and
LinkedIn.
1.2. This policy outlines the standards the Council requires employees to observe
when using social media, the circumstances in which your use of social media will be
monitored and the action that will be taken in respect of breaches of this policy.

2. The scope of the policy
2.1. All employees are expected to comply with this policy at all times to protect the
privacy, confidentiality, and interests of the Council.
2.2. Breach of this policy by employees may be dealt with under our Disciplinary
Procedure and, in serious cases, may be treated as gross misconduct leading to
summary dismissal.

3. Responsibility for implementation of the policy
3.1. The Council has overall responsibility for the effective operation of this policy.
3.2. The Clerk is responsible for monitoring and reviewing the operation of this policy
and making recommendations for changes to minimise risks to our work.
3.3. All employees should ensure that they take the time to read and understand this
policy. Any breach of this policy should be reported to the Clerk.
3.4. Questions regarding the content or application of this policy should be directed to
the Clerk.

4. Using social media sites in the name of the council
4.1. The Clerk and administration staff are permitted to post material on a social media
website in the name of the Council and on its behalf in accordance with the rules and
scope of this policy.
4.2. The Town Council’s own Social Media sites should only be used to pass on useful
information and to share news which may be of interest. It can promote local
organisations and events but should avoid promoting business interests.
4.3. Commercially sensitive, personal private or confidential information must not be
posted

8
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4.4 Do not upload, post or forward a link to any abusive, obscene, discriminatory,
harassing, derogatory or defamatory content.
4.5. Do not up load, post or forward any content belonging to a third party unless you
have that third party's consent.
4.6. Before you include a link to a third party website, check that any terms and
conditions of that website permit you to link to it.
4.7. Don't escalate heated discussions, try to be conciliatory, respectful and quote facts
to lower the temperature and correct misrepresentations.
4.2. If you are not sure if your comments are appropriate do not post them until you
have checked with the Clerk.

5. Monitoring use of social media websites
5.1. Employees should be aware that any use of social media websites (whether or not
accessed for Council purposes) may be monitored and, where breaches of this policy
are found, action may be taken against employees under our Disciplinary Procedure
5.2. Misuse of social media websites can, in certain circumstances, constitute a
criminal offence or otherwise give rise to legal liability against you and the Council.
5.3. In particular a serious case of uploading, posting forwarding or posting a link to
any of the following types of material on a social media website, will probably amount
to gross misconduct.
Formatted: Indent: Left: 0 cm, Space After: 0 pt

a) pornographic material (that is, writing, pictures, films and video clips of a sexually
explicit or arousing nature);
b) a false and defamatory statement about any person or organisation;
c) material which is offensive, obscene, criminal, discriminatory, derogatory or may
cause embarrassment to the Council our councillors or our employees;
d) confidential information about the council or anyone else
e) any other statement which is likely to create any liability (whether criminal or civil,
whether for you or the organisation); or
f) material in breach of copyright or other intellectual property rights, or which invades
the privacy of any person.
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Any such action will be addressed under the Disciplinary Procedure
5.4. Where evidence of misuse is found the Council may undertake a more detailed
investigation involving the examination and disclosure of monitoring records to those
nominated to undertake the investigation and any witnesses or managers involved in
the investigation. If necessary such information may be handed to the police in
connection with a criminal investigation.
5.5. If you notice any use of social media by other employees in breach of this policy
please report it to the Clerk
The Council has drawn up a detailed Social Media Policy for Council Members
as an appendix (Appendix 2) of its Standing Orders
9
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Annex 2 - Social Media Policy for Town Councillors
1.

Background
The purpose of the protocol is to ensure that Councillors make use of
social media effectively whilst avoiding potential accusations that they may
be breaching the Council’s Code of Conduct. It is also designed to ensure
that the reputation of the Council is not adversely affected and that the
Council is not subject to legal challenge because of information posted on
social networking sites or blogs.

2.

Application

2.1

This protocol applies to you as a Member of this Council when you are
acting or purporting to act in your role as a Member and you have a
responsibility to comply with the provisions of this protocol. The protocol
should be read in conjunction with Bollington Town Council’s Code of
Conduct which forms Appendix 2 of its Standing Orders.

2.2

You need to bear in mind the Code of Conduct when you blog, use social
networking sites or any other digital content publication service. You
should pay particular attention to the following:
•
•
•
•
•

2.3

2.4

Disrespect to other Councillors or members of the public
Bullying of anyone
Disclosure of confidential Council information
Bringing the Council into Disrepute;
Misuse of Council resources.

It is difficult to give definitive advice on the application of the Code of
Conduct, as each blog and social networking page is different. The content
of a blog or other social networking tool and the circumstances
surrounding its creation will determine whether it might be covered by the
Code of Conduct.
There are However two general rules that Councillors should bear in mind
when deciding on whether to publish content:
1)

Only publish what you would say verbally in public, even in an informal
discussion, when representing the Council.

2)

Only publish what you could defend in court if asked to do so.

Ethical use of online social media is not limited to what is covered in the Code
of Conduct. Councillors are encouraged to respect the Seven Principles of
Public Life as set out in section 28(1) of the Localism Act:
1. Selflessness
Holders of public office should act solely in terms of the public interest.
2. Integrity
10
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Holders of public office must avoid placing themselves under any obligation
to people or organisations that might try inappropriately to influence them in
their work. They should not act or take decisions in order to gain financial or
other material benefits for themselves, their family, or their friends. They
must declare and resolve any interests and relationships.
3. Objectivity
Holders of public office must act and take decisions impartially, fairly and on
merit, using the best evidence and without discrimination or bias.
4. Accountability
Holders of public office are accountable to the public for their decisions and
actions and must submit themselves to the scrutiny necessary to ensure
this.
5. Openness
Holders of public office should act and take decisions in an open and
transparent manner. Information should not be withheld from the public
unless there are clear and lawful reasons for so doing.
6. Honesty
Holders of public office should be truthful.
7. Leadership
Holders of public office should exhibit these principles in their own
behaviour. They should actively promote and robustly support the principles
and be willing to challenge poor behaviour wherever it occurs.
While your conduct may not be a breach of the Code it may still be viewed as less
than exemplary and attract adverse publicity for your office and the Council.

3.

Associated Policies

3.1

This protocol should be read in conjunction with the Members Code of
Conduct (Appendix 2 of Standing Orders), The Town Council’s Financial
Regulations (Appendix 1 of Standing Orders) and the Town Council’s Equal
Opportunities Employment Policy.

4.

Introduction

4.1

All members of the Town Council are required to act in accordance with the
Members Code of Conduct whilst acting in their official capacity. Blogging and
social networking are effective methods for Councillors to interact with
constituents and support local democracy. Used effectively, they can engage
those who would not normally have access to local Councillors and politics.

4.2

However, it is not always clear whether such activities are covered by the
Code of Conduct. This guide is intended to assist Councillors in complying
with the Code and ensuring that the use of online media is well received. You
should think about what you say and how you say it, in just the same way as
you must when making statements in person or in writing. You will also need
to think about whether you are seen to be, or give the impression that you are
acting in your official capacity as a Councillor.
11
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4.3

If you do give the impression that you are acting in your official capacity whilst
blogging or using social media, such activity may be subject to the Code of
Conduct. Individual Councillors are permitted to write their own official blogs
as Members of Bollington Town Council but in these they must conform to
the protocols of the Council. If you have a private blog you must bear in mind
that if you refer to council business in it, you may be viewed as acting in
your official capacity. To make sure you comply with the Code of Conduct,
you are requested to observe the following guidelines:
You should:
a. Consider whether you need to set appropriate privacy settings for your blog
or networking site – especially if you have a private, non-political blog
b. Keep an eye out for defamatory, untrue or obscene posts from others on
your blog or page and remove them as soon as possible to avoid the
perception that you condone such views and to prevent any potential libel
action being taken against you
c. Act to:
• Eliminate unlawful discrimination;
• Promote equality of opportunity;
• Promote equality of access;
• Demonstrate that we value diversity; and
• Promote good relations between diverse communities.
d. Treat service users, employees, other Councillors contractors and
members of the public with respect and dignity and according to the
framework set out in legislation. The Town Council recognises that there
are groups and individuals in society who are disadvantaged and
discriminated against. You should ensure that no one is treated less fairly
on the grounds of age, disability, gender, gender identity, marriage/civil
partnership, pregnancy/maternity, race, religion/ belief, sexual orientation,
or on any other grounds, as set out in legislation.
e. Be aware that the higher your profile as a Councillor, the more likely it
is you will be seen as acting in your official capacity when you blog
or network
f. Be careful about being ‘friends’ with service users who are vulnerable
adults or children, as this could be regarded as a safeguarding issue
g. Ensure you use Council facilities appropriately; and be aware that any
posts you make using Council facilities will be viewed as being made in
your official capacity and/ or an inappropriate use of Council resources
h. Be aware that by publishing information that you could not have accessed
without your position as a Councillor, you will be seen as acting in
your official capacity
i. If making Make political points, but be careful about being too specific or
personal if referring to individuals. An attack on individuals may be
seen as disrespectful, whereas general comments about another party or
genuine political expression is less likely to be viewed as disrespect.
j. consider that English Law allows actions for libel to be brought in the High
Court for any published statements alleged to defame a named or
12
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identifiable individual or individuals. Blogging, social media and other
forms of digital content publication are covered by the libel laws.
You should not:
a. blog in haste
b. place images or text on your site from a copyrighted source (for example
extracts from publications or photos) without permission
c. post comments that you would not be prepared to make in writing or face
to face
d. use council facilities for personal or party-political blogs
e. refer in a blog to any information identified by the Council as confidential
or exempt
f.

disclose information given to you in confidence by anyone or information
acquired by you which you believe or are aware is of a confidential nature

g. publish personal data of individuals unless you have their express written
permission to do so
h. give the impression that you are expressing the views of the Council
where it is not appropriate to do so
i.

use online accounts and digital publishing services associated with a
specific council office if you no longer hold that office, or during Purdah

j.

if you are involved in determining planning or licensing applications or
other quasi-judicial decisions, publish anything on your blog that might
suggest you do not have an open mind about a matter you may be
involved in determining.

5.

Derogatory comments

5.1

On occasion, Councillors might find themselves the subject of offensive or
defamatory remarks on other people’s blogs or networking sites. The following
approach is advised in such circumstances, and applies equally to any form of
publication:
• Pursue a policy of indifference to such remarks, but if you do wish to
respond, do not be tempted into retaliation because you may risk
breaching the Code. You could ask the blog owner/person making the
remarks to remove them from the site
•

If the person making the comments is a local authority, town or parish
Councillor, discuss the situation with the Monitoring Officer. It might be the
case that the person has breached the Code of Conduct by making the
remarks, and it could be appropriate to make a complaint to the Standards
Committee.

•

Aside from any possible breaches of the Code of Conduct, the matter is
usually deemed private between yourself and the individual. The Council
cannot provide legal assistance for pursuit of a claim through the civil
courts, but you may decide that you wish to take independent legal advice.
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6.

Use of Social Media During and after Council Meetings

6.1

Members are permitted to use social media for the reporting of proceedings of
public Council meetings. If Members wish to use social media during
meetings they should seek the consent of the Chairman who will make it clear
to any members of the public attending that this activity has been authorised.
Members will need to consider whether using social media may distract them
from participating and understanding information that is being shared at the
meeting prior to a decision being made.

6.2

Councillors should however switch their mobile phone or other equipment to
silent mode, so that no disruption is caused to proceedings. The Chairman of
the relevant meeting will have absolute discretion to prevent the use of social
media if such use is not in keeping with this protocol in their view or if the use
is deemed to be disrupting the meeting.

6.3

Members wishing to film meetings will need to seek permission by resolution of
the Council or committee and have provided at least 24 hours’ notice to the
Mayor or committee chairman
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