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This policy was adopted by the Council at its meeting held on 18 October 2022 

This version of the Information Security Policy supersedes any previous versions. 
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1. Principles & Purpose 
 

This Policy sets out the Council’s commitment to information security within the 

Council and provides clear direction on responsibilities and procedures. This policy 

should be implemented in conjunction with the Council’s Information and Data 

Protection, Communications and Data Retention Policies. 

Bollington Town Council is a Data Controller, as defined under the Data Protection 

Act 2018 and has registered as such with the Information Commissioner’s Office. 

 

2. Protocols 

1.1. System Security Processes and Procedures 
The Council will provide and maintain security processes and procedures for all key 

information systems. The procedures will uphold the principles of confidentiality, 

integrity, availability and suitability and be assessed for their impact upon other 

systems and services. 

The security procedures will provide preventative measures to reduce the risks to the 

system, the information held within the system and the service it supports. 

A Continuity plan will be developed and maintained for each system to ensure the 

principles are sustained and enable the continuation of services following failure or 

damage to systems or facilities. 

The Clerk will be responsible for the implementation and promotion of the 

procedures. 

1.2. Physical Security 
Adequate and practical access controls will be provided in all areas in which 

personal and business data is stored or used. Unattended rooms should be secured 

at all times with locked doors as a minimum security requirement. 

All documents disclosing identifiable information will be transported in sealed 

containers e.g. envelopes. Staff and Members should ensure that any such printed 

material produced or taken off the Council premises should be kept to a minimum, 

stored securely and returned for disposal within an acceptable timescale according 

to the Data Retention Policy. 

Within their level of authority, staff will be responsible for minimising the risk of theft 

or vandalism of the data and equipment through common-sense precautions. In 

particular high value equipment such as, laptop computers, should not be left 

unattended or unsecured and paper records should not be left in public view. 

The physical environment in which data and equipment is stored will be suitable and 

fit for purpose to ensure the safety of the data and equipment. 
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1.3. Digital Security 
Bollington Town Council uses encrypted Microsoft 365 technology to process and 

store data. This provides a high level of security when used in compliance with the 

key points below. 

• The SharePoint and data storage administration and permission levels 

must be appropriately managed to protect against unauthorised access to 

documents. 

• Staff and Councillors must use the Bollington-tc.gov.uk 365 account 

assigned to them for all Council business and communications. 

• Staff and Councillors must not disclose their password to anyone else, or 

use another person’s log in into the system. 

• Passwords will be changed every 90 days and set according to strictly 

controlled criteria (at least 8 Chars in length and have 3 of the 4 character 

types (Uppercase, Lowercase, Numerical & Special Characters)). 

• Computers within the office environment must be password protected and 

screen locked when unattended. 

• Council owned hardware will be protected by suitable anti-virus software 

and will be kept updated with all the latest security downloads. 

• Computer users have responsibility for the security of the equipment in 

their care and shall not commit an act to compromise the data or 

Information Security Policy. 

• Where staff use syncing technology in OneDrive special consideration will 

be given to the types of data sync’d locally, and whether extra security 

such as file password protection will be required. 

• Councillors and staff need to be aware of any personal data they keep 

within their own BTC OneDrive accounts and be mindful that they need to 

have a legal basis to retain that data. If unsure then they must take advice 

from the Clerk or the DPO. 

• It is good practise to send documents as links within the 365 system rather 

than as email attachments. This way, if required, access can be denied to 

the data at source, or the data destroyed with the confidence that there are 

not multiple copies to account for. 

1.4. Offsite Hardware Data Security 

• Where staff or Councillors wish to use their own PCs or laptops off-site 

these machines must be protected with suitable up to date virus software 

and password protected. 

• A screen lock must be activated when the machine is unattended. 

• Office 365 accounts must never be left logged in where a machine is 

shared with or could be accessed by anyone else. 

• Council Information must not be downloaded onto the hard drive of any 

personal device – instead Councillors and staff are provided with 1Tb 

online storage in the form of OneDrive. 
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1.4.1. BYOD security 

A Bring Your Own Device (BYOD) is the use of a personal device (such as 

smartphone or laptop) for council business. 

In order to prevent unauthorized access, devices must be password protected using 
the features of the device. 

Passwords must be kept confidential and must not be shared with family members or 
third parties. 

Passwords must be changed if they are disclosed to another person or discovered. 

Devices must have anti-virus software installed and kept up to date. 

Devices must be kept up-to-date with software patches. 

The device must lock itself with a password or PIN if it’s idle for five minutes. 

Home Wi-Fi networks must be encrypted. Caution must be exercised when using 
public Wi-Fi networks as public Wi-Fi networks may not be secure. 

Public data backup and transfer services (Dropbox, Google Drive, must not be used 

Data must only be stored on internal memory, never on a removable memory card 

Rooted (Android) or jailbroken (iOS) devices are strictly forbidden from accessing the 
network. 

All data relating to Bollington Town Council will be erased at the end of a Councillor’s 
term or in the case of a member of staff at the end of his or her employment. 

The Town Clerk should be informed immediately if the device has been if there has 
been a personal data breach so the correct form of action can be taken. 

The Town Clerk should be informed immediately if the device has been targeted by a 
virus or threat to the security of the data so the correct form of action can be taken 

Care must be taken to avoid using approved devices in a manner which could pose 
a risk to confidentiality, whether by clicking on links in suspicious emails, accessing 
potentially harmful websites, using potentially harmful application software, using Wi-
Fi facilities in public places (e.g. coffee shops or airports), or otherwise.  

 

1.5. Copyright and licences 
The Clerk is responsible for ensuring all computer software packages and non-

electronic media for use within an information environment are used in accordance 

with the terms and conditions of use as set out in the licence agreement. 
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1.6. Disposal and movement of equipment and media 
Any media or IT equipment disposed of by the Council will not contain any data or 

codes that could allow an individual to be identified from it. The disposal of 

equipment will be made under a controlled and documented environment satisfying 

the requirements of theData Protection Act 2018. The disposal of media such as 

disks and memory sticks must ensure that data cannot be recovered. Disposal of 

such media through the "everyday" waste collection is not permitted. The Council will 

implement processes to ensure appropriate disposal of such media. 

An inventory of all Council computer equipment will be maintained. Details of any 

equipment or media disposed of or relocated (other than portable equipment) must 

be recorded. 

1.7. Removable Storage Media 
Councillors and staff need to be aware of the risks of transporting documents on 

removable media such as portable hard drive and USB flash drives. 

• Downloading of Council documents from within the secure 365 system to a 

removable media device is prohibited 

• The use of 3rd party removable devices to transfer information to Council 

Computers is prohibited. NB For 3rd party printing purposes there is a USB 

port on the photocopier. 

1.8. Staff and Councillors’ Responsibilities 
The Council will make every reasonable effort to ensure that staff and councillors are 

aware of their responsibilities for the security of information. However, each 

councillor or member of staff is responsible for ensuring that this Policy is adhered to 

and report any breaches of security. 

1.9. Incident Reporting 

Any incidents affecting security must be reported to the Clerk as quickly as possible. 

Any Staff Member or Councillor who suffers the loss or theft of a portable device 

used for Council business must, if possible, change their 365 password as soon as 

the loss is noticed and inform the Clerk immediately. 

Any Staff Member or Councillor who considers it possible that any device which has 

been used for Council business may have been compromised by a virus, hackers or 

any other means must, if possible, change their 365 password as soon as the loss is 

noticed and inform the Clerk immediately. 

The Clerk will, if necessary, contact the IT service provider and take appropriate 

advice from the DPO on any further steps required. 

 


